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This is a free program sanple that may be reproduced in any form
The author's informati on should be retained to preserve its identity.

Date witten: January 1, 2002

Witten by: Peraphon Sophatsathit

Department of Mathematics, Faculty of Science, Chul al ongkorn University.
emai | : Peraphon. S@hul a. ac.th, http://pioneer.netserv.chula.ac.th/~sperapho

Di stributed Operating Systens (2301462) classnote.
Description: This sanple server nodule illustrates renote host
conmuni cati on over standard TCP/ I P connecti on.

Hi story of Modification:
Date: May 16, 2002 by Peraphon Sophatsat hit
This program along with a directory search routine devel oped
separately as an i ndependent nodul e, denonstrates sone practical
aspects of data exchange over TCP/IP socket as part of the
Data Conmuncation | class (2301369). The use of this code is
free, provided that this information is kept intact.

I nvocati on:
The server nodul e nust be invoked first to initiate the connection
with default option, i.e.,

$ server O
the client nodule is subsequently invoked to establish the
conmuni cation in a 'sinplex chat' manner, that is, a one-way
talk session fromclient to server as foll ows:

$ client 161.200.126.10

I nput :
at the pronpt 'client> fromclient side, two commands can be issued
as foll ows:
cl i ent >#get . (to downl oad fromserver to client)
or cl i ent >#put . (to upload fromclient to server)
Feat ur es:

add directory retrieval nodule to incorporate down/ upload capabilities.
fromclient to server. As such, the main 'str_echo' routine underwent
consi der abl e change to accomobdate these new features. In addition,
an adhoc exchange discipline was inprovised to cope with some socket's
i di osyncracies that hadn't been unravel ed by the author.
Transni ssi on exchange franmework:
1. set up read/wite pair to ensure proper handshake (see downl oad
rel ated val ues)
2. use 'char *' buffer to transnmt byte infornmation over the socket
rather than the usual read/wite systemcalls syntax
Caveat :
Different OSes use different 'BUFSIZ' which, in practice, results in
unsynchroni zed byte exchange, hence the use of 'answer back' to keep
both sides in sync.



#i ncl ude <stdi 0. h>

#i ncl ude <stdlib. h>

#i ncl ude <string. h>

#i ncl ude <errno. h>

/*

* porting fromBSD to SVR4
*/

#i fdef _ USE BSD
# include <machi ne/ param h>

#endi f

#i ncl ude <sys/types. h>

#i ncl ude <sys/ socket . h>

#i ncl ude <netinet/in.h>

#i ncl ude <si gnal . h>

#i ncl ude <uni std. h>

#i ncl ude <time. h>

/*

* prototypes

*/

unsigned int alarn{unsigned int);

voi d (*signal (int, void (*disp)(int))) (int);

voi d handl er (i nt);

voi d t_out (int);

voi d bzero(void *, size_ t);

i nt socket (int, int, int);

i nt bi nd(int, const struct sockaddr *, socklen_t);
i nt listen(int, int);

i nt accept (int, struct sockaddr *, socklen_t *);
i nt snprintf(char *, size_t, const char *, ...);
char *strtok_r(char *, const char *, char **)

i nt proc_l oop(int)

i nt driver(int, int, int, char *);

i nt str_echo(FILE *, int);

i nt parse_l n(char *, char *)

voi d clear_buff(char *, int);
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i nt pdir(char *, int);
i nt check_dw(char *, i
/*

* downl oad rel ated val ues

*/
#def i ne LI STENQ
#def i ne SERV_PORT
#defi ne Sep
#defi ne Sep2
#defi ne Gets
#def i ne Put s
#def i ne Ready_put
#def i ne End_dw
#defi ne End_f I
#def i ne Get _token
#defi ne Put _t oken
#def i ne Ready_t oken
#def i ne Happy_open
#def i ne Rcv_nkdi r
#def i ne Dw_done
#defi ne
#i f def SURE
#defi ne
#endi f
/*

* error return code

*/
#defi ne Nor mal
#defi ne Err_socket
#def i ne Err_bind
#defi ne Err_listen
#def i ne Err _accept
#def i ne Err _connect
#def i ne Err_wite
#def i ne Err _read
#def i ne Err _IP
#def i ne Err_fork
#def i ne Err _usage
#def i ne DW ok
#def i ne DW fail ed
#def i ne DW done

~NOoO O WNEO



/*

*

gl obal s and nacros
*/

#def i ne EQ a, b) (strcnp(a, b) == 0)

#def i ne NE(a, b) (strcnp(a, b) '=0)

#def i ne Srral | 20

#defi ne TRUE 1

#def i ne FALSE 0

#def i ne Nul | _char "\ O’

#defi ne r node "r

#def i ne whode "w

#defi ne Cur _dot L

#defi ne Sl ash A

#def i ne Dot s o

#defi ne Dotts o

#defi ne cmdl "f open”

#defi ne cnd3 "kdir"

#def i ne Nul _str "

char *desc|] =

{
"Description: Wait O second for tineout which is recomended. "
"Any ot her values can be used as a precaution to prevent the",
"process fromrunning away, but will cause an abnormal",
"term nation. However, too long a wait will have no effect”
"if the process has already terninated.\n"

3

i nt flag = FALSE

FI LE *ffp;

/

* ok kX Sk ok ok kX X %k F

The purpose of signal calls enployed in this programis to prevent
runaway processing. The user may terminate (kill) the process any tine
via user conmand (ctrl C) or tiner. The latter can be set to any
positive integer ranging fromO to N (N is recommeded to be small to
have any effect). Al signals may appear to have no effect if contro

i s suspended by ' (blocking) read'. In which case, one nust send a
message by typing fromkeyboard to get out of 'read’ wait.

Note that in order for the signals to have an i nmedi ate effect,
non- bl ocki ng read nmust be set along with extra precaution to handle

any 'non-bl ocking' timng and synchronization idiosyncracies.



i nt

mai n(i nt ac, char **av)

{

}
/*

i nt rt_code, i;
unsi gned int sec;

signal (SIA NT, handler);
signal (SIGQUI T, handler);
signal (SIGALRM t _out);

switch (ac)

{
case 2:
sec = atoi(av[1]);
if (sec > 0)
al arn(sec);
br eak;
defaul t:

printf("\nUsage: % wait _sec\n\n", av[0]);
printf("Exanple: % 0 (no tinmer is set)\n", av[0]);
printf("Exanple: % 3 (3 seconds tinmeout)\n\n", av[O0]);
for (i = 0; NE(desc[i], Nul _str); i++)

printf("%\n", desc[il]);
return Err_usage;

rt_code = proc_l oop((int)sec);

if (rt_code > Normal || flag == TRUE)
printf("Abnornal termnation of RPC |oop\n");

fflush(stdout);

fflush(stderr);

return Nornmal;

* set up standard TCP/I P connection

*/
i nt

proc_l oop(int num

i nt counter = 0;

i nt listenfd, connfd;
char buf [ BUFSI Z] ;
time_t ticks;

sockl en_t clilen;

struct sockaddr_in servaddr, cliaddr;



/*

* open a socket to accept incom ng request fromclient(s)
*/

if ((listenfd = socket (AF_I NET, SOCK_STREAM 0)) < 0)

{

}

bzero(&servaddr, sizeof(servaddr));
servaddr.sin_famly = AF_INET
servaddr. si n_addr.s_addr = htonl (1 NADDR_ANY)
servaddr.sin_port = ht ons( SERV_PORT) ;

return Err_socket;

if (bind(listenfd, (struct sockaddr *)&servaddr, sizeof(servaddr)) < 0)
return Err_bind,;

}
if (listen(listenfd, LISTENQ < 0)
{

return Err_listen;

clilen = sizeof(cliaddr);
if ((connfd = accept(listenfd, (struct sockaddr *)&cliaddr, &clilen)) < 0)
{

}

ticks = time(NULL);

snprintf(buf, sizeof(buf), "% 24s\n", ctime(&ticks));
if (driver(counter, listenfd, connfd, buf) > 0)

{

return Err_accept;

perror("fork and exec failed");

cl ose(connfd);
return Nornal;

}

/*
* The driver function spawns a child process to start a TCP socket to
* comrunicate with the client process

*/
i nt
driver(int count, int listenfd, int connfd, char *sm
{
i nt pid = 0;
i nt rt =0,



pid = fork();
if (pid == 0)
{

printf("begin child process\n");
close(listenfd);
rt = str_echo(stdin, connfd);

}

elseif (pid > 0)

{

printf("parent: spawn succeeded!\n");

}
el se
{ . . .
printf("fork failed: parent exiting...\n");
rt = Err_fork;
}
return rt;
}
/*
* read | oop: first send pronpt string to client and enter read/receive
* message | oop. The process terminates when ctrl-D is received or
* interrupts from pending signals
*
*

Change notes:

* '"check_dw , etc., were added to intercept the input fromclient end
*/

i nt

str_echo(FI LE *fp, int sockfd)

{

i nt n, cflg;

char sline[BUFSI Z], rline[BUFSIZ];

char fn[ BUFSI Z] ;

strcpy(sline, "fromserver: begin typing nessage, ctrl-Dto quit\n");
n = strlen(sline);

write(sockfd, sline, n);

for (; flag == FALSE; )

clear_buff(rline, BUFSIZ);

cl ear _buff(sline, BUFSIZ);

if ((n =read(sockfd, rline, BUFSIZ)) == 0)

{
printf("connection closed by other end\n");
br eak;



/*

* | ook for file transfer command fromthe incom ng byte streans

*/
if ((cflg = check_dw(rline, sockfd)) == DW.ok)
conti nue
else if (cflg == DWfailed)
{
printf("downl oad failed\n");
br eak;
}
/*
* normal (chat) nessage and downl oad conmands from keyboard
*/
if ((cflg = parse_In(rline, fn)) == Nornal)
write(sockfd, rline, n);
fprintf(stdout, "echo> %", rline);
}
el se
{
/*
* client '"get' calls the nodule fromthis end
*/
if (cflg == Get_token || cflg == Ready_t oken)
pdir(fn, sockfd);
el se
{
/*
* client 'put' calls the nodul e
* at the other end (client side).
*/
sprintf(rline, "% (%) ", Ready_put, fn);
n = strlen(rline);
write(sockfd, rline, n);
}
}
}
return Nor nal
}
/*
* check if input contains file transfer commands, i.e.,

* 'fopen' and ' nkdir’
* Note: strtok_r creates side-effect on original string, hence the use of
*/

"t np'



i nt

check_dw(char *In,

{

i nt

char
char
char
char

i nt

i nt sockfd)
num

si ze;

*t, *q, *brk;

tmp[ BUFSI Z] , answer b[ Smal I ];
buf [ BUFSI Z] ;
unsi gned char buf 2[ BUFSI Z] ;

n, rt;

strepy(tnp, In);

t =

strtok_r(tnp,

if (EQt, cndl) ||
{

rt = DWok

/*

Sep, &brk);
EQt, cnd3) || EQt, End_dw))

* open a new local file

*/

if (EQt, cndl))
{

g = strtok_r(NULL, Sep2, &brk);
strcpy(buf, q);

printf("receiving file %...",
if ((ffp = fopen(buf, wrode))

/*

return DWfail ed;

buf);
== NULL)

* wite sonmething just to keep renote open happy

*/

strcpy(tnp, Happy_open);
n =strlen(tnp);
write(sockfd, tnmp, n);

/*

* file size is greater than zero (=FALSE)

*/

(voi d)read(sockfd, &size, 1)
n = size - 48;

if (n
{

== FALSE)

/*

* make sure the buffer
* over characters will
*/

cl ear _buff(tnp, BUFSIZ);
num = Transfer_limt;

is cleared. Any left

resul t

in error.



/*
* transmssion rate is too fast, hence the
* 'answer back' pause.

*/
while ((n = read(sockfd, (char *)buf2, num) == num
{
fwite((void *)buf2, (size_t)n, 1, ffp);
fflush(ffp);
answerb[ 0] = Null _char;
write(sockfd, answerb, 1);
}
if (n>0)
fwite((void *)buf2, (size_t)n, 1, ffp);
fflush(ffp);
}
}
fclose(ffp);
/*
* signal end of (witing) target file
*/

n = strlen(End_fl);
wite(sockfd, End_fl, n);
printf("done\n");

}
else if (EQt, cnd3))
{

/*

* wite something just to keep renote 'snd_dir' happy
*/

g = strtok_r(NULL, Sep2, &brk);
strcpy(buf, Rev_nkdir);

n = strlen(buf);

write(sockfd, buf, n);

cl ear _buff (buf, BUFSIZ2);
sprintf(buf, "% %", t, Qq);
/*

* check directory existence
*/

if (system(buf) != 0)

{

sprintf(buf, "test -d %", q);
if (system(buf) != 0)
return DWfail ed,



/*
* end downl oad string

*/
el se
{
strcpy(tnp, Dw_done);
n = strlen(tnp);
write(sockfd, tmp, n);
}
}
el se
{
rt = Normal;
}
return rt;
}
/*

* parse input to | ocate downl oad command
* Note: strtok_r creates side-effect on original string, hence the use of 'tnp'
*/
i nt
parse_l n(char *In, char *fn)
{ .
i nt rt;
char *t, *brk;
char t mp[ BUFSI Z] ;

strepy(tnp, In);
t = strtok_r(tnp, Sep, &brk);
if (EQt, Gets) || EQt, Puts) || EQt, Ready_put))

if (EQt, Gets))
rt = CGet_token;
elseif (EQt, Puts))
rt = Put_token;
el se
rt = Ready_t oken;
t = strtok_r(NULL, Sep2, &brk);
strepy(fn, t);
return rt;

}

return Nornmal ;



/*
* clear RRWhbuffer to null

*/

voi d

clear_buff(char *line, int n)

{
register int i;
for (i =0; i <n; i++)

line[i] = Null _char;

return;

}

/*

* time out by alarm clock

*/

voi d

t_out(int sig)

{
signal (SIGALRM t_out);
flag = TRUE;
printf("tinmeout by ALARM signal\n");
return;

}

/*

* interrupt and kill signals

*/

voi d

handl er (i nt sig)

{

signal (SIA NT, handler);
signal (SIGQU T, handler);

flag = TRUE;
printf("receiving INT/QU T signal\n");
return;



This is a free program sanple that may be reproduced in any form
The author's informati on should be retained to preserve its identity.

Date witten: May 15, 2002

Witten by: Peraphon Sophatsathit

Department of Mathematics, Faculty of Science, Chul al ongkorn University.
emai | : Peraphon. S@hul a. ac.th, http://pioneer.netserv.chula.ac.th/~sperapho

Witten for use as a sanple cl assnote.

Description: This sanple directory retrieval nodul e accesses and
retrieves files and sub-dir in the specified directory
within the user authorization. Wen coupled with
t he network conmuni cati on nodules, it serves as a
file downl oad utility.

H story of change:

Date: May 20, 2002 by Peraphon Sophatsat hit

To make it callable fromthe above 'sem -chat' prograns, the
"mai n' nmodul e was changed to 'pdir' to accommpdate directory
search and retrieval.

Date: June 3, 2002 by Peraphon Sophatsat hit

It was discovered that all bytes transmtted over socket shoul d
be made 'unsigned char' rather than 'char' to cope with 8-bit
byte pattern, hence the use of 'buf2' as an adhoc fix.

EE R B T R . A I N TN I R R T I

/
#i ncl ude <dirent. h>

#i fdef __ USE_BSD

#i ncl ude <sys/ param h>
externlong int telldir(DR *);
#el se
#def i ne __USE BSD
#i ncl ude <sys/stat. h>
#endi f
/*
* system functions
*/
DI R *opendi r(const char *);
struct dirent *readdir (DR *);
i nt closedir(DR *);

i nt | stat (const char *, struct stat *);



/*

* unused system functions, but nmight cone in handy

*
/
#i f def FUTURE_USED
i nt chdir(const char *);
i nt fchdir(int);
voi d seekdir(DIR *, long);
voi d rewi nddir (DR *);
#endi f
/*

* prototypes

*/
i nt dir_loop(char *, int);
i nt check_dir(char *);
char *stripping(char *);
i nt snd_file(char *, int, int);
i nt snd_dir(char *, int);
i nt | oc_open(char *, int);
i nt wrong_name(char *);
/*

* error conditions

*/
#defi ne Il egal 1
#def i ne U defn 2
#def i ne File_error 20
#defi ne Errors 99
/*

* main driver to retrieve directory information

*

/

i nt
pdir(char *av, int sockfd)
{

i nt rt_code, pos, n;
char *cur_name, *p;
char dir_ptr[BUFSI Z] ;
char t np[ BUFSI Z] ;

p = av;

n strlien(p);

p[n-1] = Null _char;
cur_nanme = stripping(p);

if (*cur_name == Null _char)

{
}

strcpy(dir_ptr, Dots);

| ater.



[ R

/
nt

else if (NE(cur_nane, p))
strecpy(dir_ptr, cur_nane);
el se
strcpy(dir_ptr, p);
pos = check_dir(dir_ptr);
if (pos == Normal)

rt_code = dir_loop(dir_ptr, sockfd);

/*

* send end_downl oad string to the other end
>/

strepy(tnp, End_dw);

n =strlen(tnp);

write(sockfd, tnmp, n);

}
el se
{
rt_code = Errors;
printf("% directory path is not permtted\n", dir_ptr);
}

return rt_code;

recursively traverses the directory tree

Since nodern UNI X pernits enbeded blanks in file nanme, special
"delimters' were enployed to avoi d conventional 'whitespace'
delimters, e.g., tab, blank, and newine. The 'parenthesis’

was chosen to internally delimt the entire file nane. As such,
any source file having 'parenthesis' pairs will not be transmtted

to avoid conflict (see 'wong_nane' bl ock).

dir_l oop(char *name, int sockfd)

{

struct stat st ;
struct dirent *diry;

DI R *dp;

uid_t ui d, euid;
gid_t gid;

node_t nd;

i nt rt = Normal;

i nt cnt, fsiz;
char f nanme[ BUFSI Z] ;

char t mp[ BUFSI Z] ;



/*

* open directory

*/

if ((dp = opendir(name)) == NULL)

rt = U_defn;
perror(nane);
return rt;

}
while ((diry = readdir(dp)) != NULL)

if (EQdiry->d_name, Dots) || EQdiry->d_nane, Dotts))

conti nue;
else if (wong_nane(diry->d_nanme) == TRUE)
{
printf("File name containing illegal characters <%>, ", diry->d_nane);
printf("skip to next entry\n");
conti nue;

sprintf(fname, "%/ %", nane, diry->d_nane);
if (Istat(fnane, &st) < 0)
{

perror (fnane);

rt = 1llegal;
br eak;
}
el se
{
uid = getuid();
euid = geteuid();
gid = getgid();
fsiz = st.st_size == 0 ? TRUE : FALSE;
s

if ((st.st_uid == uid || st.st_uid == euid) & st.st_gid == gid)
{

nmd = st.st_node & S | FMT;
if (md==SIFREG|| nd == S_IFD R
{
if (md == S_IFDR)
{
if (snd_dir(fname, sockfd) == Normal)
printf("sending dir % conpleted.\n", fnane);
el se
printf("error sending dir %\n", fnane);
(voi d)dir_l oop(fnane, sockfd);
}
el se
{

if (snd_file(fname, sockfd, fsiz) == Normal)



printf("conpleted.\n");
cnt = read(sockfd, tnp, Snmall);

}
el se
{
printf("error.\n");
/* nodify */
rt = 1llegal;
br eak;
}
}
}
/*
* the entry is neither file nor directory
*/
el se
{ .
conti nue;
}
}
el se
{
/*
* not the owner
*/
rt = Illegal;
br eak;
}
}
}
cl osedir (dp);
return rt;
}
/*

* send file content to renote host with a T/F byte to signal premature end if the
* file size is zero, where T denotes zero file size and F denotes otherw se.

*/
i nt
snd_file(char *fn, int sockfd, int fsiz)
{
i nt num i, k;
FI LE *fp;
char new fil e[ BUFSI Z] ;
char answer b[ Snal | ];

unsi gned char buf 2[ BUFSI Z] ;



sprintf(newfile, "% (%) % ", cnmdl, fn, wrode);
printf("downloading file %, please wait....", fn);
if ((fp = fopen(fn, rnode)) == NULL || (loc_open(new file, sockfd)) == 0)
return File_error;
sprintf((char *)buf2, "%dd", fsiz);
write(sockfd, (char *)buf2, 1);
if (fsiz == TRUE)
return Nornmal;
/*
* caveat: byte transfer does not work well in real world
* transfm ssion, hence buffered sent (and answer back for
* reason stated above).

*/
i = 0;
k = 0;
while ((num= fgetc(fp)) != EOF)
{
buf 2[i ++] = num
if (i == Transfer_limt)
{

buf2[i] = Null _char;
write(sockfd, (char *)buf2, Transfer limt);
read(sockfd, answerb, 1);
kK +=i;
i = 0;
}

}

fclose(fp);

buf2[i] = Null _char;
write(sockfd, (char *)buf2, i);
return Nornmal;

}

/*

* request renmote file open
*/

i nt

| oc_open(char *fn, int sockfd)

i nt rp;
i nt n;
char t mp[ BUFSI Z] ;

n = strlen(fn);

write(sockfd, fn, n);

rp = read(sockfd, tnp, BUFSIZ);
return rp;



/*
* request renote create directory

*/
i nt
snd_dir(char *fn, int sockfd)
{ .
i nt n;
char  tnp[ BUFSI Z] ;
sprintf(tnp, "% (%) ", cnmd3, fn)
n = strlen(tnp);
write(sockfd, tnmp, n);
(voi d)read(sockfd, tnp, BUFSIZ);
return Nornmal;
}
/*
* filter out '.'" and '..' entries, as well as extra '/
*/
i nt
check_dir(char *cur_nane)
{
if (cur_name[0] == Slash ||
(cur_name[ 0] == Cur_dot && cur_nane[1l] == Cur_dot))
return |11l egal
return Nornmal;
}
/*
* skip extra './' pair
*/
char *

strippi ng(char *cur_nane)
char *p;

p = cur_nang;
while (*p !'= Null_char && *p == Cur_dot)

if (*(p+l) == Slash)
p=p+ 2

el se
br eak;

}

return p;



/*

* |ook for illegal file nane. |If 'Sep2
*
/
i nt
wr ong_nane(char *name)
{
i nt i;
char cstr[Small];
strcpy(cstr, Sep2);
for (i =0; cstr[i] '= Null_char
if (strchr(nane, cstr[i])

return TRUE;

}
return FALSE

gr ows,

i ++)

= NULL)

change the size of

‘cstr'.
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This is a free program sanple that may be reproduced in any form
The author's informati on should be retained to preserve its identity.

Date witten: January 2, 2002

Witten by: Peraphon Sophatsathit

Department of Mathematics, Faculty of Science, Chul al ongkorn University.
emai | : Peraphon. S@hul a. ac.th, http://pioneer.netserv.chula.ac.th/~sperapho

Di stributed Operating Systens (2301462) classnote.
Description: This sanple client nodule illustrates renote host
conmuni cati on over standard TCP/ I P connecti on.

Hi story of Modification:
Date: May 16, 2002 by Peraphon Sophatsat hit
This program along with a directory search routine devel oped
separately as an i ndependent nodul e, denonstrates sone practical
aspects of data exchange over TCP/IP socket as part of the
Data Conmuncation | class (2301369). The use of this code is
free, provided that this information is kept intact.

I nvocati on:
The server nodul e nust be invoked first to initiate the connection
with default option, i.e.,

$ server O
the client nodule is subsequently invoked to establish the
conmuni cation in a 'sinplex chat' manner, that is, a one-way
talk session fromclient to server as foll ows:

$ client 161.200.126.10

I nput :
at the pronpt 'client> fromclient side, two commands can be issued
as foll ows:
cl i ent >#get . (to downl oad fromserver to client)
or cl i ent >#put . (to upload fromclient to server)
Feat ur es:

add directory retrieval nodule to incorporate down/ upload capabilities.
fromclient to server. As such, the main 'str_echo' routine underwent
consi der abl e change to accomobdate these new features. In addition,
an adhoc exchange discipline was inprovised to cope with some socket's
i di osyncracies that hadn't been unravel ed by the author.
Transni ssi on exchange franmework:
1. set up read/wite pair to ensure proper handshake (see downl oad
rel ated val ues)
2. use 'char *' buffer to transnmt byte infornmation over the socket
rather than the usual read/wite systemcalls syntax
Caveat :
Different OSes use different 'BUFSIZ' which, in practice, results in
unsynchroni zed byte exchange, hence the use of 'answer back' to keep
both sides in sync.



#i ncl ude <stdi 0. h>

#i ncl ude <stdlib. h>

#i ncl ude <string. h>

#i ncl ude <errno. h>

/*

* porting fromBSD to SVR4
*/

#i fdef _ USE BSD
# include <machi ne/ param h>

#endi f
#i ncl ude <sys/types. h>
#i ncl ude <sys/ socket . h>
#i ncl ude <netinet/in.h>
#i ncl ude <arpalinet.h>
#i ncl ude <signal . h>
#i ncl ude <uni std. h>
#i ncl ude <tine. h>
/*
* prototypes
*/
unsi gned int al armunsigned int);
voi d (*signal (int, void (*disp)(int))) (int);
voi d handl er (i nt);
voi d t _out(int)
voi d bzero(void *, size_t);
voi d *mencpy(voi d *dest, const void *str,
i nt socket (int, int, int);
i nt connect (int, const struct sockaddr *,
i nt inet_pton(int, const char *, void *);
i nt i net _aton(const char *, struct in_addr *);
char *strtok_r(char *, const char *, char **);
i nt proc_| oop(char *);
i nt str_cli(FILE *, int)
i nt parse_l n(char *, char *)
voi d clear_buff(char *, int);
i nt pdir(char *, int);

i nt check_dw(char *, int);

sockl en_t)



/*
* downl oad comuands

*/
#def i ne SERV_PORT 9877
#def i ne Nul | _char "\ O’
#def i ne Sep "ot
#def i ne Sep2 ()"
#def i ne Cets "#get"
#defi ne Put s "#put "
#def i ne Ready_put "Rput "
#def i ne End_dw " #End#"
#def i ne End_fI "eof "
#defi ne Get _t oken 1000
#def i ne Put _t oken 1001
#def i ne Ready_t oken 1002
#def i ne Pronpt s "client"
#def i ne Happy_open "pass open”
#def i ne Rcv_nkdi r "recei ved nkdir"
#defi ne Dw_done "downl oad conpl eted!\n"
#def i ne Transfer |imt(1000)
#i f def SURE
#def i ne Transfer |limt(BUFSIZ - 2)
#endi f
/*
* error return code
*/
#defi ne Nor mal 0
#defi ne Err_socket 1
#def i ne Err_bind 2
#def i ne Err_listen 3
#def i ne Err _accept 4
#def i ne Err_connect 5
#def i ne Err_wite 6
#def i ne Err _read 7
#def i ne Err _IP 10
#def i ne Err_fork 88
#def i ne Err _usage 99
#def i ne DW ok 887
#def i ne DW fail ed 888
#def i ne DW done 889
/*
* gl obal s
*/
#def i ne EQ a, b) (strcnp(a, b) == 0)
#def i ne NE(a, b) (strcnp(a, b) !'=0)

#def i ne Smal | 20



#def i
#def i

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

char

b

i nt
FI LE

/

* ok X % ok kX X %k F X

/
i nt

ne TRUE 1

ne FALSE 0

ne r mode r"

ne wnode "w'

ne Cur _dot Lt

ne Sl ash e

ne Dot s "o

ne Dotts oL

ne cmdl "f open"

ne cnd3 "mkdir"

ne Nul _str "
*desc|[] =

"Description: Wait O second for tineout which is recommended. ",
"Any ot her values can be used as a precaution to prevent the",
"process fromrunning away, but will cause an abnormal",
"termination. However, too long a wait will have no effect",
"if the process has already term nated.\n",

flag = FALSE;
“ffp;

The purpose of signal calls enployed in this programis to prevent
runaway processing. The user may ternminate (kill) the process any tine
via user command (ctrl C) or tinmer. The latter can be set to any
positive integer ranging fromO to N (N is recommeded to be small to
have any effect). Al signals may appear to have no effect if contro

i s suspended by ' (blocking) read'. In which case, one nust send a
message by typing fromkeyboard to get out of 'read' wait.

Note that in order for the signals to have an i medi ate effect,
non- bl ocki ng read nmust be set along with extra precaution to handle

any 'non-bl ocking' timng and synchronization idiosyncracies.

mai n(i nt ac, char **av)

{

char buf [ Smal I ];
i nt rt_code, i;
unsigned int sec = 0;

signal (SI G NT, handler);
signal (SIGQU T, handler);
si gnal (SI GALRM t_out);



switch (ac)

case 3:
sec = atoi(av[2]);
if (sec > 0)
al arnm(sec);
case 2:
strcpy(buf, av[1]);
br eak;
defaul t:
printf("\nUsage: % | Paddress [ wait_sec ]\n\n", av[0]);
printf("Exanmple: % 161.200.192.17 (default to no timeout)\n", av[O0]);

printf("Exanple: % 161.200.192.17 0 (sane as default)\n", av[0]);
printf("Exanple: % 161.200.192.17 5 (tineout in 5 seconds)\n\n", av[0]);
for (i = 0; NE(desc[i], Nul _str); i++)

printf("%\n", desc[il]);
return Err_usage;

rt_code = proc_|l oop(buf);

if (rt_code > Normal || flag == TRUE)
printf("Abnornal termnation of RPC |oop\n");

fflush(stdout);

fflush(stderr);

return Nornmal;

}

/*

* setup C S connection
*/

i nt

proc_l oop(char *adr)

i nt sockf d;
i nt rt;
struct sockaddr_in servaddr;

/*

* open client socket to conmmunicate with the server via
* standard TCP connecti on.

*/

if ((sockfd = socket(AF_I NET, SOCK_STREAM 0)) < 0)

{

}

bzero(&servaddr, sizeof(servaddr));
servaddr.sin_famly = AF_|I NET,
servaddr. si n_port = ht ons( SERV_PORT) ;

return Err_socket;



if (inet_pton(AF_I NET, adr, &servaddr.sin_addr) <= 0)
printf("invalid | P address: <%>\n", adr);
return Err_IP;

}

i f (connect(sockfd, (struct sockaddr *)&servaddr, sizeof(servaddr)) < 0)

return Err_connect;

}
rt = str_cli(stdin, sockfd);
return rt;
}
/*
* returned val ue:
* -1 af does not contain a valid address fanily
* 0 src does not contain a character string representing a valid network address
* 1 net work address is successfully converted
*/
i nt
inet_pton(int famly, const char *strptr, void *addrptr)
{
struct i n_addr in_val;
i nt rt;

if (famly == AF_I NET)
{

if (inet_aton(strptr, & n_val) == 1)
{
mencpy(addrptr, & n_val, sizeof(struct in_addr));
re = 1;
}
el se
{
ret =0;
}
}
el se
{
errno = EAFNOSUPPORT
re =-1;
}
return rt;



* send and receive messages and downl oad commands (get/ put)

* Change notes:
* 'check_dw , etc., were added to intercept the input from server end.
*/

i nt
str_cli (FILE *fp, int sockfd)
{

i nt cflg;

i nt n, m

char *t

char sline[ BUFSI Z], rline[BUFSIZ];
char f n[ BUFSI Z] ;

/*

* read pronpt string fromhost (this nust be changed if
* di fferent handshake protocol is used

*/

n = read(sockfd, rline, BUFSIZ);

rline[n] = Null _char;

fputs(rline, stdout);

cl ear _buff(sline, BUFSIZ);

/*

* read fromstdin and send it over to server. Echo the info
* getting back from server.

*/

printf("%>", Pronpts);

t = fgets(sline, BUFSIZ, fp);

m = strlen(sline);

wite(sockfd, sline, m;

clear_buff(sline, m;

while (flag == FALSE & t != NULL)

{

cl ear_buff(rline, BUFSIZ);
if ((n =read(sockfd, rline, BUFSIZ)) == 0)

{
printf("connection closed by server\n");
br eak;
}
/*
* | ook for file transfer command fromthe incom ng byte streans
*
/
if ((cflg = check_dw(rline, sockfd)) == DW.ok)
conti nue;
else if (cflg == DWfailed)
{

printf("downl oad failed\n");



}
/*

*
*
*
*/
i nt

}
/*

* nor mal

*/

if ((cflg = parse_In(rline,

}
}

br eak;

printf("%>", Pronpts);

t = fgets(sline, BUFSIZ, fp);
m = strlen(sline);
write(sockfd, sline, m;

cl ear _buff(sline, BUFSIZ);

return Nornmal;

check if input

contains file transfer conmmands, i.

"fopen' and 'nkdir’
creates side-effect on original string,

Note: strtok_r

check_dw(char *In,

{

i nt

char
char
char
char

i nt sockfd)

num
si ze;

*t, *q, *brk, *v;

t mp[ BUFSI Z] ;

buf [ BUFSI Z], answer b[ Smal I ];

unsi gned char buf 2[ BUFSI Z] ;

i nt

strepy(tnp,

n, rt;

I'n);

t = strtok_r(tnmp, Sep, &brk);
if (EQt, cndl) || EQt, cnd3) || EQt, End_dw) ||

{
re =
/*

DW ok;

* open a new local file

*/

if (EQt, cmdl))

{

g = strtok_r(NULL, Sep2, &brk);
strcpy(buf, q);

fn)) == Normal)

€.,

printf("receiving file %...", buf);

if ((ffp = fopen(buf, wnode)) ==
return DWfail ed;

NULL)

EQ(t,

(chat) message and downl oad commands from keyboard

hence the use of

Ready_put))

"t



/*

* wite sonmething just to keep renote open happy
*/

strcpy(tnp, Happy_open);

n = strlen(tnp);

write(sockfd, tnmp, n);

/*

* file size is greater than zero (=FALSE)
*/

(voi d)read(sockfd, &size, 1);

n = size - 48;

if (n == FALSE)

{
/*
* make sure the buffer is cleared. Any |eft
* over characters will result in error.
*/

cl ear _buff(tnp, BUFSIZ);

num = Transfer_limt;

/*
* transm ssion rate is too fast, hence the
* "answer back' pause.

*/

while ((n = read(sockfd, (char *)buf2, num) == num

{
fwite((void *)buf2, (size_t)n, 1, ffp);
fflush(ffp);
answer b[ 0] = Null _char;
write(sockfd, answerb, 1);

}

if (n>0)
fwite((void *)buf2, (size_t)n, 1, ffp);
fflush(ffp);

}

}

fclose(ffp);

/*

* signal end of (witing) target file
*/

n = strlen(End_fl);

write(sockfd, End_fl, n);
printf("done\n");

}
else if (EQt, cnd3))
{



}

el se

{
}

/*

* wite something just to keep renote 'snd_dir'
*/

g = strtok_r(NULL, Sep2, &brk);
strcpy(buf, Rev_nkdir);

n = strlen(buf);

write(sockfd, buf, n);

cl ear _buff (buf, BUFSIZ);
sprintf(buf, "% %", t, Q);
/*

* check directory existence
*/

if (system(buf) != 0)

{

sprintf(buf, "test -d %", q);
if (systenm(buf) != 0)
return DWfail ed,
}

}
else if (EQt, Ready_put))

/*

g = strtok_r(NULL, Sep2, &brk);

strepy(tnp, q);

if ((v =strchr(tnp, "\n")) !'= NULL)
*v = Null _char;

pdir(tnp, sockfd);

* end downl oad string

*/
el se

{

re =

return rt;

strcpy(tnp, Dw_done);
n =strlen(tn);
write(sockfd, tnmp, n);

Nor mal ;

happy



/*

* parse input to | ocate downl oad command

* Note: strtok_r creates side-effect on original string, hence the use of 'tnp'
*/

i nt
parse_|l n(char *In, char *fn)
{
i nt rt;
char *t, *brk;
char t mp[ BUFSI Z] ;
strepy(tnp, In);
t = strtok_r(tnmp, Sep, &brk);
if (EQ(t, Gets) || EQt, Puts) || EQt, Ready_put))
if (EQt, Gets))
rt = Get_token;
else if (EQt, Puts))
rt = Put_token;
el se
rt = Ready_t oken;
t = strtok_r(NULL, Sep2, &brk);
strcepy(fn, t);
return rt;
}
return Nornmal;
}
/*
* clear RRWhbuffer to null
*
/
voi d
cl ear_buff(char *line, int n)
{

register int i;

for (i =0; i < n; i++)
line[i] = Null _char;
return;



/*
* time out by al arm cl ock

*/
voi d
t_out(int sig)
{
signal (SIGALRM t_out);
flag = TRUE;
printf("timeout by ALARM signal\n");
return;
}
/*
* interrupt and kill signals
*/
voi d
handl er (i nt sig)
{

signal (SI G NT, handler);
signal (SIGQU T, handler);

flag = TRUE;
printf("receiving INT/QUT signal\n");
return;



This is a free program sanple that may be reproduced in any form
The author's informati on should be retained to preserve its identity.

Date witten: May 15, 2002

Witten by: Peraphon Sophatsathit

Department of Mathematics, Faculty of Science, Chul al ongkorn University.
emai | : Peraphon. S@hul a. ac.th, http://pioneer.netserv.chula.ac.th/~sperapho

Witten for use as a sanple cl assnote.

Description: This sanple directory retrieval nodul e accesses and
retrieves files and sub-dir in the specified directory
within the user authorization. Wen coupled with
t he network conmuni cati on nodules, it serves as a
file downl oad utility.

H story of change:

Date: May 20, 2002 by Peraphon Sophatsat hit

To make it callable fromthe above 'sem -chat' prograns, the
"mai n' nmodul e was changed to 'pdir' to accommpdate directory
search and retrieval.

Date: June 3, 2002 by Peraphon Sophatsat hit

It was discovered that all bytes transmtted over socket shoul d
be made 'unsigned char' rather than 'char' to cope with 8-bit
byte pattern, hence the use of 'buf2' as an adhoc fix.

EE R B T R . A I N TN I R R T I

/
#i ncl ude <dirent. h>

#i fdef __ USE_BSD

#i ncl ude <sys/ param h>
externlong int telldir(DR *);
#el se
#def i ne __USE BSD
#i ncl ude <sys/stat. h>
#endi f
/*
* system functions
*/
DI R *opendi r(const char *);
struct dirent *readdir (DR *);
i nt closedir(DR *);

i nt | stat (const char *, struct stat *);



/*

* unused system functions, but nmight cone in handy

*
/
#i f def FUTURE_USED

i nt chdir(const char *);

i nt fchdir(int);
voi d seekdir(DIR *, long);
voi d rewi nddir (DR *);
#endi f
/*

* prototypes

*/

i nt dir_loop(char *, int);
i nt check_dir(char *);

char *stripping(char *);

i nt snd_file(char *, int, int);
i nt snd_dir(char *, int);

i nt | oc_open(char *, int);
i nt wrong_name(char *);
/*

* error conditions

*/
#defi ne Il egal 1
#def i ne U defn 2
#def i ne File_error 20
#defi ne Errors 99
/*

* main driver to retrieve directory information
*/
i nt
pdir(char *av, int sockfd)
{
i nt rt_code, pos, n;
char *cur_name, *p;
char dir_ptr[BUFSI Z] ;
char t np[ BUFSI Z] ;

p = av;

cur_nanme = stripping(p);

if (*cur_name == Null _char)
{

strcpy(dir_ptr, Dots);

else if (NE(cur_name, p))
strcpy(dir_ptr, cur_name);

| ater.



* Ok X Xk ok F X X

/
nt

el se

strcpy(dir_ptr, p);
pos = check_dir(dir_ptr);
if (pos == Normal)

{
rt_code = dir_loop(dir_ptr, sockfd);
/*
* send end_downl oad string to the other end
*/
strcpy(tnp, End_dw);
n = strlen(tnp);
write(sockfd, tnmp, n);
}
el se
{
rt_code = Errors;
printf("% directory path is not permtted\n", dir_ptr);
}

return rt_code;

recursively traverses the directory tree

Since nodern UNI X pernits enbeded bl anks in file nanme, special
"delimters' were enployed to avoi d conventional 'whitespace'
delimters, e.g., tab, blank, and newine. The 'parenthesis’

was chosen to internally delimt the entire file nane. As such,
any source file having 'parenthesis' pairs will not be transmtted
to avoid conflict (see 'wong_nane' bl ock).

dir_l oop(char *name, int sockfd)

struct stat st ;
struct dirent *diry;

DI R *dp;

uid_t uid, euid;
gid_t gi d;

node_t nd;

i nt rt = Nornmal;

i nt cnt, fsiz;
char f nanme[ BUFSI Z] ;

char t np[ BUFSI Z] ;



/*

* open directory

*/

if ((dp = opendir(name)) == NULL)

rt = U_defn;
perror(nane);
return rt;

}
while ((diry = readdir(dp)) != NULL)

if (EQdiry->d_name, Dots) || EQdiry->d_nane, Dotts))

conti nue;
else if (wong_nane(diry->d_nanme) == TRUE)
{
printf("File name containing illegal characters <%>, ", diry->d_nane);
printf("skip to next entry\n");
conti nue;

sprintf(fname, "%/ %", nane, diry->d_nane);
if (Istat(fnane, &st) < 0)
{

perror (fnane);

rt = 1llegal;
br eak;
}
el se
{
uid = getuid();
euid = geteuid();
gid = getgid();
fsiz = st.st_size == 0 ? TRUE : FALSE;
s

if ((st.st_uid == uid || st.st_uid == euid) & st.st_gid == gid)
{

nmd = st.st_node & S | FMT;
if (md==SIFREG|| nd == S_IFD R
{
if (md == S_IFDR)
{
if (snd_dir(fname, sockfd) == Normal)
printf("sending dir % conpleted.\n", fnane);
el se
printf("error sending dir %\n", fnane);
(voi d)dir_l oop(fnane, sockfd);
}
el se
{

if (snd_file(fname, sockfd, fsiz) == Normal)



}
/*

* send file content to renpte host with a T/F byte to signal

}

}
cl osedir (dp);
return rt;

printf("conpleted.\n");
cnt = read(sockfd, tnp, Snmall);
}
el se
{
printf("error.\n");
/* nodify */
rt = 1llegal;
br eak;
}

* the entry is neither file nor directory

conti nue;

}
}
/*
*/
el se
{
}
}
el se
{
/*
* not the owner
*/
rt = 11llegal;
br eak;
}

premature end if the

* file size is zero, where T denotes zero file size and F denotes ot herw se.

*/
i nt

snd_file(char *fn,

{

i nt
FI LE
char

new fil e[ BUFSI Z],

unsi gned char buf 2[ BUFSI Z] ;

int sockfd, int fsiz)
num i, k;

answer b[ Snal | ];



sprintf(newfile, "% (%) % ", cnmdl, fn, wrode);
printf("downloading file %, please wait....", fn);
if ((fp = fopen(fn, rnode)) == NULL || (loc_open(new file, sockfd)) == 0)
return File_error;
sprintf((char *)buf2, "%dd", fsiz);
write(sockfd, (char *)buf2, 1);
if (fsiz == TRUE)
return Nornmal;
/*
* caveat: byte transfer does not work well in real world
* transfm ssion, hence buffered sent (and answer back for
* reason stated above).

*/
i = 0;
k = 0;
while ((num= fgetc(fp)) != EOF)
{
buf 2[i ++] = num
if (i == Transfer_limt)
{

buf2[i] = Null _char;
write(sockfd, (char *)buf2, Transfer limt);
read(sockfd, answerb, 1);
kK +=i;
i = 0;
}

}

fclose(fp);

buf2[i] = Null _char;
write(sockfd, (char *)buf2, i);
return Nornmal;

}

/*

* request renmote file open
*/

i nt

| oc_open(char *fn, int sockfd)

i nt rp;
i nt n;
char t mp[ BUFSI Z] ;

n = strlen(fn);

write(sockfd, fn, n);

rp = read(sockfd, tnp, BUFSIZ);
return rp;



/*
* request renote create directory

*/
i nt
snd_dir(char *fn, int sockfd)
{ .
i nt n;
char  tnp[ BUFSI Z] ;
sprintf(tnp, "% (%) ", cnmd3, fn)
n = strlen(tnp);
write(sockfd, tnmp, n);
(voi d)read(sockfd, tnp, BUFSIZ);
return Nornmal;
}
/*
* filter out '.'" and '..' entries, as well as extra '/
*/
i nt
check_dir(char *cur_nane)
{
if (cur_name[0] == Slash ||
(cur_name[ 0] == Cur_dot && cur_nane[1l] == Cur_dot))
return |11l egal
return Nornmal;
}
/*
* skip extra './' pair
*/
char *

strippi ng(char *cur_nane)
char *p;

p = cur_nang;
while (*p !'= Null_char && *p == Cur_dot)

if (*(p+l) == Slash)
p=p+ 2

el se
br eak;

}

return p;



/*

* |ook for illegal file nane. |If 'Sep2
*
/
i nt
wr ong_nane(char *name)
{
i nt i;
char cstr[Small];
strcpy(cstr, Sep2);
for (i =0; cstr[i] '= Null_char
if (strchr(nane, cstr[i])

return TRUE;

}
return FALSE

gr ows,

i ++)

= NULL)

change the size of

‘cstr'.



